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Legal Disclaimer

This document and the information contained herein (collectively, the "Information") is provided to you (both the individual receiving
this document and any legal entity on behalf of which such individual is acting) ("You" and "Your") by AT&T, on behalf of itself and
its affiliates ("AT&T") for informational purposes only. AT&T is providing the Information to You because AT&T believes the
Information may be useful to You. The Information is provided to You solely on the basis that You will be responsible for making
Your own assessments of the Information and are advised to verify all representations, statements and information before using or
relying upon any of the Information. Although AT&T has exercised reasonable care in providing the Information to You, AT&T does
not warrant the accuracy of the Information and is not responsible for any damages arising from Your use of or reliance upon the
Information. You further understand and agree that AT&T in no way represents, and You in no way rely on a belief, that AT&T is
providing the Information in accordance with any standard or service (routine, customary or otherwise) related to the consulting,
services, hardware or software industries.

AT&T DOES NOT WARRANT THAT THE INFORMATION IS ERROR-FREE. AT&T IS PROVIDING THE INFORMATION TO YOU
"AS IS" AND "WITH ALL FAULTS." AT&T DOES NOT WARRANT, BY VIRTUE OF THIS DOCUMENT, OR BY ANY COURSE OF
PERFORMANCE, COURSE OF DEALING, USAGE OF TRADE OR ANY COLLATERAL DOCUMENT HEREUNDER OR
OTHERWISE, AND HEREBY EXPRESSLY DISCLAIMS, ANY REPRESENTATION OR WARRANTY OF ANY KIND WITH
RESPECT TO THE INFORMATION, INCLUDING, WITHOUT LIMITATION, ANY REPRESENTATION OR WARRANTY OF
DESIGN, PERFORMANCE, MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE OR NON-INFRINGEMENT, OR
ANY REPRESENTATION OR WARRANTY THAT THE INFORMATION IS APPLICABLE TO OR INTEROPERABLE WITH ANY
SYSTEM, DATA, HARDWARE OR SOFTWARE OF ANY KIND. AT&T DISCLAIMS AND IN NO EVENT SHALL BE LIABLE FOR
ANY LOSSES OR DAMAGES OF ANY KIND, WHETHER DIRECT, INDIRECT, INCIDENTAL, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR EXEMPLARY, INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF BUSINESS PROFITS, BUSINESS
INTERRUPTION, LOSS OF BUSINESS INFORMATION, LOSS OF GOODWILL, COVER, TORTIOUS CONDUCT OR OTHER
PECUNIARY LOSS, ARISING OUT OF OR IN ANY WAY RELATED TO THE PROVISION, NON-PROVISION, USE OR NON-USE
OF THE INFORMATION, EVEN IF AT&T HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH LOSSES OR DAMAGES.
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1 Introduction

This document is intended for developers who are using the In-App Messaging
API to manage the user’'s message store. This document describes how an app
can remain in sync with the user’'s message store.

There are two ways for an app to remain in sync with a user’'s message store:
message polling and notifications. This document describes how to use message
polling. It is assumed that the app has successfully created an index for the user,
and that the index is initialized. For more information on managing the index, see
the In-App Messaging: Index Management document.
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2 Polling for Messages

During startup, your app should ensure that the message index is initialized and
has already retrieved the stored messages using the Get Message List method
of the In-App-Messaging API. After this is done, your app must keep in sync with
any updates to the user's message store. One way to do this is to poll for any
deltas that have occurred to the message store after the last message was
retrieved. The Get Delta method uses the state parameter from the previous Get
Message List, Get Delta, or Get Message Index Info method as an indicator of
when the app was last updated. The index is effectively a time stamp of the last
time that the app was updated with the message store.

The app should periodically perform the following procedures to ensure that it is
kept up to date with the message store.

Note: It is important that the index cache for each user be kept active so that it is
up to date with the message store. To do this, the Get Message Index Info
method must be invoked within a 24 hour period. For this reason, the app must
ensure that the Get Message Index Info method is scheduled to be invoked every
24 hours so that the index cache is kept up to date. For more information, see
the In-App Messaging Index Management document.
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2.1 Message Polling Call Flow

The following diagram shows the call flow between the Developer App Server
and the API Gateway. Notice that the diagram shows the preferred method of
retrieving all messages and an optional way lo loop over individual messages.

In-App Messaging - Message Polling

DHS

(1) GET /myMessagesiv2/delta?state={state}
(2) HTTF 200 (state and messageld(s))

(3) cache the new state value

alt / [get all messagelds in bulk (preferred method)]
(4) GET /myMessagesiv2/messages?messagelds={messageld!} {messageld2}&limit={limit}&.offset=0

(5) HTTF 200 messageList={...}

(E) process messages

[looping over individual messagelds]

Ioog ) [loop over messagelds returned in the Get Delta response]
(7) GET /myMessagesiv2/messages/{messageld}

(8) HTTF 200 message={...}

(9) process message

AT&T API Platform

© 2015 AT&T Intellectual Property. All rights reserved. AT&T and the AT&T logo are trademarks of AT&T Intellectual Property.
Page 3 of 8



2.2 Retrieving Messages

This process shows how to retrieve all messages from the user’'s method store.

This is the preferred method for reading all the messages in the user's message
store.

1. Get any updates that have occurred since the last operation. Use the state
parameter from the response of a previous call to the Get Message List, Get
Message Index Info, or Get Delta method to tell the API platform at what point
the app has been in sync with the message store.

GET /myMessages/v2/delta?state=1416337804222 HTTP/1.1
Host: api.att.com

content -type: application/json

Accept: application/json

authorization: Bearer abcxyz123456

Example 2-1: Get updates
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2. If the request was successful, the body of the response contains a new state
parameter value as well as messageld parameter values for any messages
that have been added, updated, or deleted.

HTTP /1.1 200 OK

Content -Type: application/json
Content -Length: 561

"deltaResponse ": {
"state ": "1416338570349"
"de}ta " [

"type" : "TEXT" ,
"adds":

"messagerd ": "r888",
"isUnread ": true,
"isFavorite ": false

1,
“deletes”: [],
L]

“updates”:

3,

{ 13 tE) 113 bR
type”: “MMS”,
“adds”: [],
“deletes”: T[],

) “updates”: []

Example 2-2: Get updates

3. The app must cache the new state parameter value in order to perform any
other Get Delta requests.

Note: There are two ways to retrieve the actual message content for each of
the message identifiers returned in the response. The preferred way is to
retrieve all of the messages at once, since this minimizes the number of
requests to the APl Gateway. However, if the number of message identifiers
is large, it is recommended that you split them up into 500 message
identifiers per request.
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4. Use the Get Message List method to retrieve all message identifiers that are
needed to stay in sync with the message store.

Note: The limit and offset parameters are required to submit the request.
However, the actual values are ignored when a value is specified for the
messageld parameter.

GET /myMessages/v2/messages?messageIlds=r888 ,x99&11imit=10&offset=0

HTTP/1.1

Host: api.att.com

content -type: application/json

Accept: application/json
authorization: Bearer abcxyz123456

Example 2-3: Retrieve all message identifiers
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5. If successful, the body of the response contains the content of the messages
that were requested. If all of the specified message identifiers are not found,
then a response containing an error message is returned. If one or more, but
not all, of the specified message identifiers are not found, then the message
identifiers that were found are listed in the failedMessages parameter in the
successful response.

HTTP /1.1 200 OK

Content -Type: application/json
Content -Length: 786

{
"messageList": {

"messages": [
“messageId”: “r888”,
"from": {

"value": “14255551212”
“recipients": "[
"value": “12065551212”"
1,
"timeStamp": "2014 -11 -18 T19 :05:17",
"text": "hello there",
"isFavorite": false,
"isUnread": false,
"isIncoming": false,
Iltypell : IITEXTII ,
, "typeMetabata": {}}

1,

"offset": 0,

"Timit": 10,

"total": 1,

"state": "1416338570349" ,

"cachestatus": "INITIALIZED",

"failedmessages": [

“X99”
]
}
}

Example 2-4: Content of the messages that were requested
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6. Process the messages that are returned.

7. Use the Get Message method to retrieve the content for each message
identifier that is needed to stay in sync with the message store.

GET /myMessages/v2/messages/r888 HTTP/1.1

Host: api.att.com

content-type: application/json

Accept: application/json

authorization: Bearer abcxyz123456

Example 2-5: Retrieve the content for each message identifier

8. If successful, the body of the response contains the content of the message
that was requested. If the specified message identifier was not found, then a
response containing an error message is returned.

HTTP /1.1 200 OK

Ccontent-Type: application/json
Content-Length: 418

{
"message": {
“messageId”: “r888”,
"from": {
"value": “14255551212”
“recipients": "[
"value": “12065551212”
] }
"timeStamp": "2014 -11 -18 T19 :05:17",
"text": "hello there",
"isFavorite": false,
"isUnread": false,
"isIncoming": false,
Iltypell : IITEXTII s
! "typeMetabata": {}}
}

Example 2-6: Content of the message that was requested

9. Process the message that is returned, and then loop the process to retrieve
the content for other message identifiers.
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